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What I want to talk about

State of AI 1n Cybersecurity
Why using AI 1n SecOps 1s not easy

How to do 1t anyway



What 1s Security Operations?

« The people and processes
keeping organizations safe.

+ Responding to threats and v_
inclidents related to
cybersecurity.

« Usually organized into a SOC 3
(Security Operations Center) T 1

— Classically 24/7 operation



State of AI 1in Cybersecurity
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7 main_main
7l main_execTask
7 main_execSubtasks

— More targeted content
— Better AV evasion

« In cybersecurity, tools YO faras e e
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are Stl-l.-l. ta|<1ng Shape gfmain_execl_ua
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State of Security Copilot

 Has 1mproved since release

« Agents seem like a step
forward

« Still hampered by pricing

decisions

— Too expensive for small companies
(which would benefit from it the
most)




Why 1s using AI in SecOps hard?

« Security Operations 1s a
field fueled by experience

« The differences can be
hard to spot

— The difference between a false

positive and a true positive can be
easy to miss

« Accountability of
decision-making

— Who 1s responsible for the
decisions AI makes?




Where AI usually fails 1in SecOps

« Bad decision-making
— Fueled by not having enough context

« Hallucination

— Fueled by not having enough context
or content

« Not able to access the

right data

— Fueled by not having the required
integrations




What 1s the important part?
CONTEXT MATTERS.




Example of “context matters”

Multi-stage incident involving one user
mmm High @ Active 2 Unassigned

@ Go Hunt queries launched from the entity menu now default to a time range starting from the incident’s start time up

Attack story  Alerts (3)  Assets (2) Investigations (0) Evidence and Response (1)

Alerts < Incident graph &= Layout v @D

[> Play attack story

@ ~u920,20251200PM @ New
Login outside of Finland with failed
MFA

@ 1ug20,20251245PM ® New
NRT New access credential added to
Application or Service Principal

AN © e

Aug 20, 2025 12:45PM @ New
New access credential added to
Application or Service Principal

a
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This one is **high-risk and should be treated as a true positive.

Here's why:
1. Stage 1- Failed MFA login attempt from outside Finland
+ UPN: bca4d8d1-65f7-4c35-a9c7-4ef98baldbs4a
« MFA failed because the user was not enrolled - adversary attempted login.
« Source IP:_(foreign, not normal Finland logins).
. Stage 2 - Application credential modification

- Same user ID (bca4d8d1-65f7-4c35-a9c7-4ef98babdb4a) is now observed successfully adding a
new certificate credential to the "PV Maester” application.

- This is a privilege escalation / persistence technique: adding new credentials to a service principal lets
an attacker silently authenticate later, bypassing user MFA.

« Operation was successful.
. Correlation
Both activities tied to the same object ID.
Same source IP.
Timeline matches: failed login - shortly after, successful sensitive update.

Strong indication of compromise.




Example of “context matters”

Multi-stage incident involving one user e Wh at a h uman ahnal VS t woul d
mmm High @ Active 2 Unassigned

@ Go Hunt queries launched from the entity menu now default to a time range starting from the incident’s start time u a S I( ?
— What has this user done before?
— How are the rules configured?

— How have these kind of incidents been
handled in the past? (“Has this been a

Attack story  Alerts (3)  Assets (2) Investigations (0) Evidence and Response (1)

Alerts < Incident graph &= Layout [ o)

[> Play attack story

O e cunie of Fitand with falled false positive before?”)
MFA . . .
— What 1s the role of this user in the
‘ Aug 20, 2025 12:45PM @ New Organization?
NRT New access credential added to . . .
Application or Service Principal — What 1s the application used for?
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@ Aug20,20251245PM ® New
New access credential added to
Application or Service Principal

a




Example of “context matters”

Multi-stage incident involving one user e Wh at a h uman ahnal VS t woul d
mmm High @ Active 2 Unassigned

@ Go Hunt queries launched from the entity menu now default to a time range starting from the incident’s start time u h a V e | O u n d O u t

— What has this user done before?
« It is a developer creating an audit product

Attack story  Alerts (3)  Assets (2) Investigations (0) Evidence and Response (1)

Alerts < Incident graph %o Layout ~ @D — How are the rules configured?
> Play attack story « The Login rule has not been configured well, gives a
@ ~u920,20251200PM @ New lot of false positives
ogin outside of Finland with failed o o o
AR — How have these kind of incidents been
handled in the past? (“Has this been a
O e redemtataddod to false positive before?”)
Application or Service Principal . .
S © P veeste ‘ New. Access Credential aler.ts been rul.ed as BTP before
@ 0020025 12457 ® New — What 1s the role of this user 1in the
:ewl.acc?sscredent.lalad.dec.ito Organlzatlon?
pplication or Service Principal

sy ~ - Developer

— What 1s the application used for?
« App 1is used for testing audit automation rules




Don’t try to replace the human

Empower them to do things they couldn’t before



How could you do 1t?

« Security Copilot
’ oy Development frameworks and toolkits

® CrewAl

— Integrations already exist
# Foundry SDK € LangGraph

— Expensive g senartckena | o tangcra
« Azure AI Foundry Agent Service e b R

- C h O 0 S e y O u r OW n m 0 d e -l_ Managed orchestration Network isolation

— Integrations / Tools have to be
built (or use MCP) ::::;’:::‘*" S M, :*h °°

Microsoft & others 4 MCP tools & Microsoft Fabric

Fine-tuned models b Bing % Logic Apps

— Company Knowledgebase

. Copillot Studio BMﬁs @ rome i Seach (5 Amwe Fneons
— MCP Servers (Lokka, Sentinel) e
— Company Knowledgebase

Foundry Observabili
i a AG AutoGen o Llamalndex

Managed threads OBO-auth integration

I |
Agent integrations

Assistants API
¢2) Activity protocol
+ A2A
@ Agent protocol




Lokka MCP Server

« MCP Server for interacting
with Graph API

 Works surprisingly well

« Can speed up 1nvestigation
work
— Especially in large environments

— In many cases, the question 1is
simple, which 1s great for a
Natural Language Interface

Let me get the role assignments with simpler expansion:

L Lokka-Microsoft

Now let me also check for any privileged role groups or administrative units that might
have elevated access:

L Lokka-Microsoft

Based on my analysis of your Microsoft tenant, here are the users with elevated access
rights that should be placed behind Privileged Identity Management (PIM):

@ High-Priority Users for PIM Protection

Global Administrators (Highest Risk)

Both of these users currently have permanent Global Administrator access, which
should definitely be moved to PIM:

1. Miska Kyto ( miska@miskakyto.fi)
e User ID: 9434d4fc-d094-49d7-8036-b987¢0270cd4

e Account Type: Internal Member

e Created: April 6, 2025



Phishing Triage Agent

« Part of Security Copilot Agents nciden

° Automatic tl"iage O'F phishing @ Email reported by user as malware or phish
emalls )

« Can be trained and customized!

« Connected to MDO, i1f Agent sk spmitastny
thinks an email 1s malicious, 1t ® Compieted 9 prising TiageAgent -
Classify as ‘False positive’ and resolve alert
gets deleted
’ upcoming professional conference. The message was unsolicited and prompted the
() D p Z h h | recipient to take immediate action to reserve their spot, resembling common
Oesn t re a Ce a uman, ra t er ﬂ phishing tactics. However, the email originated from an authenticated sender

; ; ; domain, all embedded URLs resolved to legitimate conference or hotel chain
Sa I/es th em tl me by g—z V-Z ng a websites, and multiple employees received identical messages consistent with
o o
second opinion -

standard bulk communications
1 1 2? Change classificati
ange classification  View agent activity
* Pricing:

Low ° Resolved CZ",'.’Agent Credential Phish

©) Open incident page 4 Manage incident ® Activity log

The user submitted an unexpected email reminding them to register for an




Phishing Triage Agent

Ishanc

by
Starting sandbox analysis Resolving URL destinations

shing Triage Agent

° complieted ' ° Lompieted
Fetching email body for analysis

Sat 131803 AM

E] Phishing Triage Agent

Reviewing email semantic content

3/16/25 & 131807 AM

Suspecious

© Completed & 3.4 sec

@ Completed

3 Phishing Triage Agent




Conclusion

« We might not be replacing
SecOps people just yet..

 However, using AI 1s becoming a
must for efficiency

« Easler for new people to enter
the field

— SecOps has always been difficult to
enter

« Security Copilot might become
something after all..




Rate my session & Calls to Action
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